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Renew certificate every 3 years
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Auditing organization may need to be

different to the Assessment organization

« Justify
« Certification process education

+ Define Scope
* Prepare for Assessment

« Provide Guidance on Remedial Action
« Prepare for Audit
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Mﬁu)
Why pursue ISO/IEC 20000 Certification?

When there is a need to....
* Provide assurance to internal customers

* Provide competitive differentiation to external
customers

» Provide assurance within your own organization
(IT) that you have met a global standard, not just
leveraged guidance

» Enable “apples to apples” comparison with
peers

B e
99
hirdsky Why not pursue ISO/IEC 20000

Certification?

When you have...
* No need for external differentiation or internal
confidence building via a “standard”

* An approach to adopt and adapt ITIL guidance
over time (i.e. a roadmap of continual
improvement), rather than pursuing an all-or-
nothing achievement of a standard

* Budget / resource limitations

mﬁ_‘ej@:;n;iﬁ —HSACA

20 San Francisco Chapter
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Agenda

* ITIL Version 3
— Overview of the ITIL® Service Lifecycle
— How and why organizations are using the Service Lifecycle
— ITIL & CMMI

« 1SO/IEC 20000

— Difference between ITIL certification and ISO/IEC 20000
certification

— How and why organizations are choosing to pursue the ISO/IEC
20000 certification

s fMitahdeonn

= How and why organizations are leveraging

— Examples of an integrated approach to IT Sen
~ improvements
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Goals (IT, Process &

Activiti
Activity) ctivities

Metrics Metrics &

M e

Evidence
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Plan & Organize

PO1 PO2 PO3 PO4 PO5

PO6 PO7 P08 PO9 PO10

Acquire & Implement Deliver & Support

All Al2 Al3 DS1 DS2 DS3 Ds4

DS5 DS6 DS7 DS8
Al4 Al5 Al6
DS9 DS10 DS11

Al7
DS12 DS13

Monitor & Evaluate

ME1 ME2 ME3 ME4

Mapping COBIT to ITIL

Plan & Organize

PO2 P03 PO4 PO5

PO7 PO8 PO9 PO10

Acquire & Implement Deliver & Support

All A2 Al3 Ds1 DS2 DS3 Ds4

DS5 DS6 DS7 DS8
Al4 Al5 Al
DS9 DS10 DS11

Al7
DS12 DS13

Monitor & Evaluate

ME1  ME2 ME3 = ME4

théqg@i) Key Mappings between ITIL & COBIT —

Service Strategy

PO1 Define a strategic IT plan.

PO4 Define the IT processes, organization and
relationships.

PO5 Manage the IT investment.

PO6 Communicate management aims and
direction.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

DS1 Define and manage service levels.
DS2 Manage third-party services.
DS6 Identify and allocate costs.

ME4 Provide IT governance.
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PO1 PO2

PO6 PO7

Acquire & Implement

All Al2 Al3
Al4 Al5 Al6

Al7

ME1

R e
CONECEDERGE

PO3

PO8

ME2

&Q\Qg Key Mappings between ITIL & COBIT —

Plan & Organize

PO4 PO5

PO9 PO10

Deliver & Support
DS1 | DS2 | DS3 | Ds4

DS5 DS6 DS7 DS8
DS9 DS10 DS11

DS12 DS13

Monitor & Evaluate

ME3 ME4

25

Service Design

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organization and
relationships.

PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.

Al3 Acquire and maintain technology
infrastructure.

Al4 Enable operation and use.

AlS5 Procure IT resources.

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security.
=+ Contual
- Senice

PO2

PO7

Acquire & Implement

All Al2 Al3
Al4 AlS Al6

Al7

ME1

P03

PO8

ME2

thﬁu\éﬁf Key Mappings between ITIL & COBIT —
Service Transition

Plan & Organize

PO4 PO5

PO9 PO10

Deliver & Support
DS1 DS2  DS3  DS4

DS5 DS6 DS7 DS8
DS9 DS10 DS11

DS12 DS13

Monitor & Evaluate

ME3  ME4

PO4 Define the IT processes, organization and
relationships.

PO6 Communicate management aims and
direction.

PO10 Manage projects.

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.

Al3 Acquire and maintain technology
infrastructure.

Al4 Enable operation and use.

Al6 Manage changes.

Al7 Install and accredit solutions and changes.

DS7 Educate and train users.
DS9 Manage the configuration.

/4
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Plan & Organize

PO2 PO3 PO4

PO7 P08 PO9

Acquire & Implement

Al AR AB DS1

DS5
Al4 Al5 Al6
DS9

Al7
DS12

ME1 ME2 ME3

PO5

PO10

DS2

DS6

DS10

DS13

Monitor & Evaluate

ME4

DS3

DS7

DS11

Deliver & Support

Ds4

DS8

ka;é) Key Mappings between ITIL & COBIT —

Service Operation

PO4 Define the IT processes, organization and
relationships.

PO6 Communicate management aims and
direction.

AI3 Acquire and maintain technology infrastructure.
Al6 Manage changes.

DS3 Manage performance and capacity.
DS5 Ensure systems security.

DSB8 Manage service desk and incidents.
DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

Plan & Organize

PO2 P03 PO4

PO7 PO8 PO9

Acquire & Implement

Al A2 AB DS1

DS5
Al4 AlS Al
DS9

Al7
DS12

ME1 @ ME2 ME3

PO5

PO10

DS2

DS6

DS10

DS13

Monitor & Evaluate

ME4

DS3

DS7

DS11

Deliver & Support

Ds4

DS8

thﬁu\éﬁf Key Mappings between ITIL & COBIT —
Continual Service Improvement

PO4 Define the IT processes, organization and
relationships.
PO8 Manage quality.

DS1 Define and manage service levels.
DS8 Manage service desk and incidents.

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external
requirements.

ME4 Provide IT governance.
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Control Objective

AITG
Testing of Changes
[Test changes independently in
accordance with the defined tes
[sar prioe to migraticn 12 tha
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that the plan censiders sacunty and

| Fotus

dertifed in the testin process,
having comploted the suite of 1asts
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Evidence
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Embedding Control Objectives in IT
Service Management Improvement Plans

Acquire & Implement: AI7 - Install and Accredit Solutions and Changes

ncizco Chapler
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quire 3 Imp A6

Changes

| Control Objective

A Impact Ass ess mant,
4 ication and
Authorization

[Ass455 3l requasts for changs in a
drachured way bo determane the
mnpact o the operatiorsl ysem

and its functionality. En:

Focus

ithat changes are categosised,
prioetised and autharisad
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CONVERGERERGE
_—

l

Assessing impact,
cateq arizing,
wiiariticing and
authusizing
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Related ITIL Progess | Focus Activilies for
Activilies Improvermant

T
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1
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mquests for change
Review the raguest for
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Change
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the Change :

Changa sdvisnry board

1 [Evaluatian -
Evalustion of changes Change |_
[authorizaton

g
Syt prior
n

authonzation

30

Embedding Control Objectives in IT
Service Management Improvement Plans
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Embedding Control Objectives in IT
Service Management Improvement Plans

Deliver & Ds9

theC
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Contral Objective

D53.1 Canfiguration
Hepusitory and Baseline

Edtablish & suppedting ool and a
contral reposiary o cortain all

e bew ant information on
configuration teme. Monitor and
record all assets and changes 10
agssts. Maintain & baseline of
configuration Rams for svary
systern and service a5 & checkpoint
o which 1o return after changes

change recovery
T chackpoint
- ~ (]
e— __
0592 Identification and
Mainmtenance of -
o Configuration
Contiguration Hems e
Establish . support logaing of al

Focus

Recording configur ation
i

s,
manitaring and
ecording all ass uts,
and

Related ITIL Process
Activities

Service Transition

Sorvice Asset &
Configuration
Hanagemant
s Mang 14

(L b edine for
ey sys tem and
survice a5 2

Planning
o Configuration
Mentification
Configuration Cortral
o Staws Accounting &
Reporting

10 suppont management and
loggeg of all changes 1o the
configuration mpository. Intageate
these proceduris with change
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Fotus Activities for
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configuration
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by a Change
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« Discussion
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