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flyingpenguin Q(

A flying\fly"ing\, a. [From fly, v.]

moving with, or as with, wings; moving lightly or rapidly;
iIntended for rapidnovement

AF
Foos

A penguin\pen"guin, n.

short-legged flightless birds of cold southern especially Antarctic
regions having webbed feet and wings modified for water
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Security is X

X+Y

Will you do it?




Change

A Many things the same

Confidentiality, Integrity, Availability

| A Many things different

Elasticity, Mobllity, Automation, Sharing

VIRTUALIZATION

BROKERING
PROXYING

FEDERATION




_ Cloud Security and Complia@‘e

88% would use cloud more if

same or better security
as their internal datacenter

Global Study of ClOs and
Top IT Decision Makers

——tliy—
ENTIRNATIONAL DATA CROUP

Base: 636 Total respondents; 234 US respondents; 202EMEA respondents; 200 APAC respondents 8
Source: CIO Global Cloud Computing Adoption Survey January 2011


http://www.cio.com/

4! Cloud Security and Complia@@

Biggest obstacles
when it comes to

the impl i .
S Lack of Security
SLA

Top 3 ranked cbstacles
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Vendor lockin

Regulatory conce
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http:// www.interxion.com/cloudinsight/
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' Cloud Security and Complia@é

Customer Application
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SaaS

Access Confirols
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A

Example Control Objectives

A Remove Data

{ A Define Boundary

A Secure Access (Apps)
A Monitor

A Protect Stored Data
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Control Objectives

A Checklists

I Architecture / system review
I Detalled control list

A Standards
I 1SO 27002 (ISO 27001 Certification)
I AICPA Service Organization Control (SOC) 2
I FISMA NIST 8B
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4. Risk Assessment and Treatment

| 5. Security Policy

6. Organization of Information Security

7. AsseManagement

8. Human Resources Management

9. Physical anBnvironmental Security

/* 10. Communications and Operations Management
11. Access Controls

12. Information Systems Acquisition, Development and Maintenance
13.Information Security Incident Management

14. Business Continuityanagement

15. Compliance
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NIST Special Publications (@L

A 800-146: DRAFT Cloud Computing
Synopsis and Recommendations

A 800-145: A NIST Definition of Cloud
Computing

A 800-144: DRAFT Guidelines on Security
and Privacy in Public Cloud Computing
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NIST Cloud Roadmap SP-203 g

Volume |, HigHPriority Requirements

1.
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Portability

. Security
. Service Levels Agreements
. Services

Federation
Security Assessments

. Government Requirements

Future Development (Natiegsize cloud)
Reliability

0. Metrics



SOC 2




