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Session Abstract

Customers of outsourced service providers are increasingly challenged to ensure that their service
providers have sufficient safeguards in place to protect sensitive business and customer data, ensure
the availability of key systems and services, conduct system processing completely and accurately,
and help achieve applicable regulatory or other compliance requirements.

Service organizations are also burdened with a growing number of customer requirements for the
completion of detailed questionnaires, varying types of onsite customer audits, different types of
audit reports, and evidence of compliance with differing standards and regulations.

Service Organization Control (SOC) reports, particularly SOC2 and SOC3, can be a highly effective tool
for understanding the controls in place at a service organization and gaining independent assurance
over their design and effectiveness to help manage risk and compliance obligations.

This session will provide:

e User guidance for effectively leveraging SOC2/SOC3 reports as part of a vendor risk and
compliance management program

e Service organization guidance for planning and scoping SOC2/SOC3 examinations and customer
communication programs to help reduce the burden of customers’ risk management and
compliance activities

e Examples of enhanced SOC2 reporting to demonstrate alignment with additional standards or
frameworks where helpful to address common customer requirements

e Specific discussion of the use of SOC2/SOC3 for cloud service providers

Target Audience

Business and IT professionals with responsibility for vendor risk management, IT governance, IT
compliance, or maintaining compliance with IT-focused customer and regulatory requirements.




COBIT Objectives or Processes

Provides Processes for Governance of Enterprise IT to Monitor/Evaluate/Assess, and Manage
Suppliers, Manage Risk, Manage Security,
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