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Session	  Abstract	  
A	  lot	  more	  in	  the	  news	  lately	  about	  the	  potential	  for	  companies	  and/or	  individuals	  to	  consider	  
“Hacking	  Back”	  to	  recover	  their	  data,	  whatever	  it	  is.	  	  I	  have	  to	  say,	  it’s	  an	  interesting	  notion	  and	  one	  
that	  I	  know	  is	  not	  lost	  on	  the	  American	  spirit	  when	  you	  consider	  the	  long	  lost	  days	  of	  the	  Wild	  West	  
where	  everyone	  in	  one	  form	  or	  another	  had	  to	  take	  matters	  into	  their	  own	  hands	  because	  law	  
enforcement	  either	  wasn’t	  available	  or	  non-‐existent.	  	  Now	  fast	  forward	  to	  today	  and	  the	  
internet.	  	  I’ve	  always	  maintained	  that	  the	  internet	  is	  pretty	  much	  the	  Wild	  West	  in	  electronic	  form	  
where	  you	  have	  good	  law	  abiding	  folks	  and	  folks	  that	  tend	  to	  teeter	  one	  way	  or	  the	  other	  and	  then	  
folks	  that	  are	  out	  to	  do	  whatever	  they	  want	  even	  to	  the	  wanton	  destruction	  of	  others.	  	  So	  what	  do	  we	  
do	  in	  today’s	  world	  where	  law	  enforcement	  and	  government	  haven’t	  quite	  caught	  up	  to	  the	  bad	  guys	  
in	  an	  effective	  way	  to	  protect	  individuals	  or	  companies	  for	  that	  matter	  and	  your	  attacker	  is	  half	  way	  
around	  the	  world?	  	  This	  presentation	  will	  review	  the	  different	  considerations	  regarding	  the	  issues	  
around	  “Hacking	  Back”!	  
Target	  Audience	  
Business	  and	  IT	  professionals	  with	  responsibility	  for	  Information	  Security	  Strategy	  and	  Management,	  
Incident	  Response	  Planning	  and	  Execution	  or	  Compliance.	  
COBIT	  Objectives	  or	  Processes	  
	  
Speaker	  Bio	  
Davi	  Ottenheimer,	  EMC	  Senior	  Director	  of	  Trust,	  has	  been	  an	  ISACA	  member	  since	  1997.	  He	  has	  more	  
than	  eighteen	  years’	  experience	  managing	  global	  security	  operations	  and	  assessments,	  including	  a	  
decade	  of	  leading	  incident	  response	  and	  digital	  forensics.	  Davi	  is	  co-‐author	  of	  the	  book	  "Securing	  the	  
Virtual	  Environment:	  How	  to	  Defend	  the	  Enterprise	  Against	  Attack,"	  published	  in	  2012	  by	  Wiley	  and	  
author	  of	  the	  upcoming	  book	  “Big	  Data	  Security,”	  to	  be	  published	  in	  2014.	  An	  expert	  in	  compliance,	  
he	  has	  been	  a	  QSA/PA-‐QSA	  for	  K3DES,	  and	  former	  Board	  Member	  for	  the	  Payment	  Card	  Industry	  
Security	  Alliance	  and	  the	  Silicon	  Valley	  chapters	  of	  ISACA	  and	  OWASP.	  He	  formerly	  was	  responsible	  
for	  security	  at	  Barclays	  Global	  Investors	  (BGI),	  the	  world's	  largest	  investment	  fund	  manager	  (now	  
BlackRock).	  Prior	  to	  BGI	  he	  was	  a	  "dedicated	  paranoid"	  at	  Yahoo!	  and	  responsible	  for	  managing	  
security	  for	  hundreds	  of	  millions	  of	  mobile,	  broadband	  and	  digital	  home	  products.	  
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