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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Informal	  Poll	  

• What	  is	  your	  Atle/role?	  
– Internal	  Audit	  
– IT	  Audit	  
– IT	  /	  InformaAon	  Security	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Agenda	  

•  Mobile	  Device	  DefiniAon	  
•  Current	  Landscape	  
•  Case	  Study	  Exercise	  
•  Risks	  and	  Rewards	  
•  Mobile	  Device	  Control	  ConsideraAons	  
•  Mobile	  Device	  Management	  SoluAons	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

What	  are	  Mobile	  Devices?	  

•  Mobile	  Media	  
•  USB	  Storage	  Devices	  
•  Media	  Players	  (iPods,	  MP3	  players)	  
•  Laptops	  
•  Smart	  Phones	  (Android,	  Blackberry,	  iPhone,	  

	   	  	  	  	  	  	  	  	  Windows	  Phone)	  
•  Tablets	  (iPad,	  Nexus,	  Galaxy)	  
•  Portable	  Digital	  Assistants	  (PDAs)	  

•  Post-‐PC	  Devices	  
•  The	  Post-‐PC	  era	  is	  a	  market	  trend	  involving	  a	  decline	  in	  the	  

sales	  of	  personal	  computers	  in	  favor	  of	  post-‐PC	  devices.	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Audience	  Poll	  

•  What	  devices	  does	  your	  organizaAon	  support?	  
– Phones	  

•  Blackberry	  
•  iPhone	  
•  Android	  
• Windows	  Mobile	  

•  Tablets	  
–  iPad	  
– Other	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Audience	  Poll	  

•  Does	  your	  organizaAon	  have	  a	  Bring	  Your	  Own	  
Device	  program?	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

The	  Mobile	  Device	  Challenge	  

•  ConsumerizaAon	  of	  IT	  
– The	  shib	  of	  technology	  innovaAon	  is	  being	  driven	  
by	  the	  consumer	  market	  as	  opposed	  to	  
professional	  organizaAons.	  	  Advances	  in	  
technology	  are	  introduced	  and	  adopted	  in	  
consumer	  markets,	  and	  then	  are	  spread	  into	  the	  
business.	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

What	  Can	  We	  Support	  Today?	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

The	  Future	  of	  PCs…	  

•  Many	  expect	  tablets	  and	  other	  mobile	  technologies	  to	  
surpass	  the	  “typical”	  corporate	  issued	  PC.	  
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Source:	  April	  2012	  “Tablets	  	  Will	  Rule	  The	  Future	  Personal	  Compu6ng	  Landscape”	  	  



2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

The	  Future	  of	  BYOD…	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Where	  are	  Things	  Headed?	  

•  Cloud	  storage	  is	  starAng	  to	  be	  leveraged	  by	  employees	  for	  
business	  data.	  	  
–  According	  to	  a	  study	  by	  Symantec,	  69%	  percent	  of	  employees	  admit	  to	  

rogue	  use	  of	  cloud-‐based	  email/communicaAons,	  while	  38%	  of	  
employees	  admit	  to	  rogue	  use	  of	  cloud-‐based	  storage	  applicaAons.	  	  
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CASE	  STUDY	  #1	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Case	  Study	  #1	  

•  You	  are	  the	  President	  of	  a	  ten	  locaAon	  car	  dealer	  with	  dealerships	  
across	  California.	  You	  currently	  have	  a	  corporate	  policy	  for	  mobile	  
devices,	  which	  provides	  a	  company	  owned	  phone	  for	  select	  C-‐level	  
and	  upper	  management	  personnel	  at	  the	  dealership.	  	  MulAple	  
Sales	  people	  have	  requested	  support	  for	  to	  use	  personal	  devices	  at	  
the	  dealership,	  but	  to	  date	  those	  requests	  have	  been	  denied.	  	  	  

–  What	  are	  the	  risks	  you	  see	  the	  organizaAon	  is	  facing	  based	  on	  the	  
current	  environment?	  	  	  	  

–  What	  opportuniAes	  do	  you	  see	  for	  the	  organizaAon,	  and	  how	  will	  you	  
get	  there?	  	  	  	  	  

–  What	  challenges	  do	  you	  foresee	  in	  achieving	  the	  desired	  results?	  	  

14	  



RISK	  AND	  REWARD	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

The	  Good…	  

•  There	  are	  benefits	  of	  supporAng	  the	  consumer	  mobile	  movement:	  	  
–  ProducAvity,	  Cost	  ReducAon,	  Improved	  Sales,	  Improved	  SaAsfacAon	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Physical	  Risks	  

•  There	  are	  risks	  with	  these	  new	  mobile	  technologies,	  and	  
many	  organizaAons	  are	  unprepared	  to	  manage	  the	  risk	  
comfortably.	  	  	  

•  Physical	  Risks	  
–  Loss	  and	  Theb	  of	  Device	  

•  One	  mobile	  devices	  is	  stolen	  every	  3	  minutes1	  

–  Unauthorized	  access	  to	  an	  unlocked	  device	  
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1	  hkp://news.bbc.co.uk/2/hi/uk_news/1748258.stm	  



2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

OperaAonal	  Risks	  

•  OperaAonal	  Risks	  
– Consistency	  of	  reporAng,	  wiping	  procedures	  
– Lack	  of	  IT	  &	  end	  user	  training	  (use,	  security)	  
– Data	  and	  device	  ownership	  (co-‐mingling	  of	  
corporate	  and	  personal	  data)	  

–  Infringement	  on	  personal	  privacy	  (Legal	  
ImplicaAons)	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

OperaAonal	  Risks	  

•  Technical	  
–  Third	  party	  applicaAons	  –	  VulnerabiliAes	  or	  Malicious	  Sobware	  
–  “Jail	  broken”	  and	  “hacked”	  devices	  	  
–  Foreign	  networks	  (especially	  Wi-‐Fi)	  
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Source:	  McAfee	  Threats	  Report	  -‐	  hkp://www.mcafee.com/us/resources/reports/rp-‐quarterly-‐threat-‐q1-‐2013.pdf	  



2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

An	  Example	  of	  Risk	  in	  the	  Real	  world:	  Carrier	  IQ	  

•  ApplicaAon	  for	  smartphones	  which	  allegedly	  tracks	  users’	  acAviAes	  
•  140	  million	  devices	  
•  Partner	  with	  Major	  Providers	  
•  Controversy	  over	  what	  is	  tracked	  
•  Do	  carriers	  have	  access	  to	  corporate	  data?	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Device	  Breaches	  

•  According	  to	  the	  U.S.	  Department	  of	  Health	  
and	  Human	  Service	  published	  breaches	  of	  
500+,	  over	  37,000	  individuals’	  records	  have	  
been	  compromised	  within	  the	  last	  year.	  	  All	  
due	  to	  the	  loss	  or	  theb	  of	  a	  mobile	  device.
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1	  hkp://www.hhs.gov/ocr/privacy/hipaa/administraAve/breachnoAficaAonrule/
breachtool.html	  



MOBILE	  DEVICE	  CONTROL	  
CONSIDERATIONS	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Device	  Control	  ConsideraAon	  Focus	  

•  People	  
–  Awareness	  

•  Policies	  and	  Procedures	  /	  End	  User	  ResponsibiliAes	  
•  Training	  

•  Process	  
–  Request,	  Provisioning,	  and	  Management	  
–  Legal	  and	  Human	  Resources	  ConsideraAons	  

•  Technology	  
– What	  technical	  controls	  should	  we	  consider?	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

People	  

•  Awareness	  
–  Policies	  and	  Procedures	  /	  End	  User	  ResponsibiliAes	  
–  Develop	  policies	  and	  procedures	  that	  employees	  are	  
required	  to	  adhere	  to	  if	  they	  want	  corporate	  data	  on	  
mobile	  devices	  (both	  corporate	  and	  personal)	  

–  These	  policies	  will	  be	  driven	  based	  on	  the	  planned	  usage,	  
the	  organizaAon’s	  risk	  tolerance,	  and	  the	  mobile	  device	  
management	  soluAon	  leveraged	  

•  Training	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Process	  

•  Request,	  Provisioning,	  and	  Management	  
–  How	  will	  employees	  request	  access	  to	  corporate	  data?	  	  	  
–  How	  will	  the	  organizaAon	  manage	  distribuAon	  of	  access	  
when	  requested?	  	  

–  How	  will	  the	  organizaAon	  track	  these	  requests?	  	  
–  If	  corporate	  devices	  are	  supported,	  how	  are	  these	  devices	  
inventoried	  and	  tracked?	  	  Are	  there	  procedures	  to	  collect	  
corporate	  devices	  when	  an	  employee	  leaves	  the	  
organizaAon?	  	  	  

–  Should	  a	  policy	  be	  distributed	  and	  signed	  prior	  to	  granAng	  
access?	  	  

–  How	  (or	  What)	  will	  the	  organizaAon	  manage	  personal	  
devices	  when	  there	  are	  issues?	  	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Process	  

•  Legal	  and	  Human	  Resource	  ConsideraAons	  
– There	  are	  various	  risks	  with	  mobile	  devices	  that	  
the	  organizaAon	  should	  discuss	  in	  order	  to	  
determine	  the	  appropriate	  approach.	  	  	  

– Update	  policies	  and	  training	  to	  communicate	  
these	  policies	  to	  employees.	  	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Technology	  Control	  ConsideraAons	  

•  Encrypt	  Data	  
–  Data	  (emails)	  sent	  to/from	  the	  device	  
–  Data	  stored	  on	  the	  device	  (hardware	  encrypAon)	  –	  Limited	  per	  
OS	  

•  Strong	  password	  controls	  
–  Passwords	  vs.	  PINs	  

•  Auto-‐wipe	  aber	  a	  set	  number	  of	  incorrect	  	  
login	  akempts	  

•  Lock	  device	  aber	  period	  of	  inacAvity	  
•  Remotely	  wipe	  the	  data	  
•  AuthenAcaAon	  controls	  to	  corporate	  network	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Technology	  Control	  ConsideraAons	  
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Source:	  Forrester:	  August	  2010	  



2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Technology	  Control	  ConsideraAons	  

•  Management/Deployment	  of	  Security	  Policies	  
–  ConfiguraAon	  Profiles	  

•  Signed	  
•  Password	  Protected	  

•  Policy	  Refresh	  
–  Every	  Ame	  connects	  to	  server	  or	  predetermined	  “push”	  
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CASE	  STUDY	  #2	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Case	  Study	  #2	  

•  You	  are	  the	  Corporate	  Compliance	  Officer	  for	  a	  
regional	  healthcare	  facility,	  including	  mulAple	  hospitals	  
and	  clinics.	  Your	  doctors	  have	  started	  bringing	  in	  iPads	  
to	  help	  take	  notes	  and	  research	  when	  providing	  
paAent	  care.	  	  Currently	  only	  Blackberrys	  are	  supported	  
by	  the	  business.	  

	  	  
– What	  are	  the	  risks	  you	  see	  the	  organizaAon	  is	  facing	  based	  
on	  the	  current	  environment?	  	  	  	  

– What	  opportuniAes	  do	  you	  see	  for	  the	  organizaAon,	  and	  
how	  will	  you	  get	  there?	  	  	  	  	  

– What	  challenges	  do	  you	  foresee	  in	  achieving	  the	  desired	  
results?	  	  
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MOBILE	  DEVICE	  TECHNOLOGY	  
APPROACHES	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Security	  and	  Risk	  AppeAte	  
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MOBILE	  DEVICE	  MANAGEMENT	  
SOLUTIONS	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Device	  Management	  SoluAons	  

•  Mobile	  Device	  Management	  (MDM)	  SoluAons	  
help	  with:	  
– DistribuAon	  of	  policies	  which	  control	  
configuraAon	  setngs	  

– Monitoring	  
– Control	  over	  applicaAons	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Device	  Management	  SoluAons	  

•  Gartner	  defines	  the	  elements	  of	  a	  Mobile	  Device	  Management	  (MDM)	  
SoluAon	  as:	  
–  SoMware	  management	  —	  This	  is	  the	  ability	  to	  manage	  and	  support	  mobile	  

applicaAons,	  data	  and	  OSs.	  
–  Network	  service	  management	  —	  This	  is	  the	  ability	  to	  gain	  informaAon	  off	  of	  

the	  device	  that	  captures	  locaAon,	  usage,	  and	  cellular	  and	  wireless	  LAN	  (WLAN)	  
network	  informaAon,	  using	  GPS	  technology.	  Network	  access	  control	  (NAC)	  
features	  are	  also	  found	  here.	  

–  Hardware	  management	  —	  Beyond	  basic	  asset	  management,	  this	  includes	  
device	  provisioning	  and	  support.	  

–  Security	  management	  —	  This	  is	  the	  enforcement	  and	  support	  of	  standard	  
device	  and	  data	  security,	  authenAcaAon,	  and	  encrypAon.	  ApplicaAon	  
containerizaAon,	  VPN	  and	  encrypAon	  sobware	  are	  also	  part	  of	  this	  capability.	  
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2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
September	  30	  –	  October	  2,	  2013	  

	  

Mobile	  Device	  Management	  Landscape:	  Market	  
Analysis	  

•  Large	  number	  of	  vendors,	  many	  niche	  players	  
–  Gartner	  Magic	  Quadrant	  Study	  (May	  2013)	  idenAfied	  100+	  companies	  

in	  the	  space	  in	  some	  way	  
•  Conclusions	  

–  InstallaAon	  opAons	  include	  tradiAonal	  management,	  SaaS	  onsite,	  SaaS	  
cloud	  

–  The	  mobile	  device	  operaAng	  system/version	  may	  introduce	  limits	  to	  
MDM	  funcAonality	  

–  Clear	  and	  custom	  reporAng	  is	  criAcal	  
–  SoluAons	  will	  conAnue	  to	  mature	  

•  Magic	  Quadrant	  “Leaders”	  
–  AirWatch	  
–  MobileIron	  
–  Good	  Technology	  (GFE)	  
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–  SAP	  Afaria	  
–  Citrix	  
–  Fiberlink	  

	  



2013	  Fall	  Conference	  –	  “Sail	  to	  Success”	  
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Mobile	  ApplicaAon	  
Management	  

	  
	  
	  
	  

Virtualized	  Desktop	  Instance	  
(VDI)	  
	  
	  
	  
	  

Mobile	  Device	  Management	  

Integrated	  NaAve	  Messaging	  
	  

MDM	  Sobware	  
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Mobile	  Device	  Management	  –	  Integrated	  
SoluAons	  
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Examples	  How	  It	  Works	  

§  Use	  your	  exisAng	  mail	  plavorm	  and	  its	  funcAonality	  to	  control	  mobile	  devices	  

§  Mail	  typically	  is	  delivered	  to	  the	  naAve	  mail	  client	  on	  the	  device	  

§  ConfiguraAon	  Profile	  is	  deployed	  to	  set	  security	  policies	  	  

Pros	  

§  Lower	  cost:	  Makes	  use	  of	  exisAng	  sobware	  infrastructure	  

§  IT	  may	  have	  a	  greater	  familiarity	  with	  exisAng	  mail	  plavorm	  

§  User	  experience	  –	  no	  need	  to	  open	  a	  separate	  app	  to	  get	  to	  corporate	  data	  

Cons	  

§  Security	  policy	  enforcement	  can	  be	  circumvented	  

§  Limited	  FuncAonality:	  Email/Messaging	  data	  only	  (Mail,	  Contacts,	  Calendar)	  

§  Corporate	  and	  Personal	  data	  may	  be	  comingled	  

§  Less	  protecAon	  against	  jailbroken	  phones/Can	  be	  duped	  
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Mobile	  Device	  Management	  –	  MDM	  Sobware	  

40	  

Examples	  How	  It	  Works	  

§  3rd	  Party	  sobware	  provide	  control	  of	  whole	  mobile	  device	  

§  Typically	  pushes	  security	  policies	  through	  an	  agent	  

§  Delivers	  mail	  to	  naAve	  client	  

Pros	  

§  User	  experience	  –	  no	  need	  to	  open	  a	  separate	  app	  to	  get	  to	  corporate	  funcAonality	  

§  AddiAonal	  funcAonality	  to	  deploy	  applicaAons,	  Intranet	  etc.	  

§  Provides	  management	  console,	  reporAng	  to	  track	  and	  manage	  devices	  

§  Provides	  increased	  security	  controls,	  granularity	  of	  control	  

Cons	  

§  Requires	  new	  infrastructure	  &	  sobware,	  addiAonal	  cost	  

§  Corporate	  and	  personal	  data	  may	  be	  comingled	  

§  Relies	  somewhat	  on	  the	  security	  of	  the	  phone	  itself	  

§  PotenAal	  Device	  performance	  impact	  
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Mobile	  Device	  Management	  –	  ApplicaAon	  
Control	  
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Examples	  

Pros	  

§  Does	  not	  rely	  on	  the	  security	  of	  the	  device	  

§  Ability	  to	  manage	  and	  eventually	  wipe	  just	  corporate	  data	  

§  Provides	  management	  console,	  reporAng	  to	  track	  and	  manage	  devices	  

Cons	  

§  Requires	  new	  Infrastructure	  &	  sobware,	  addiAonal	  cost	  

§  User	  experience	  will	  be	  impacted,	  need	  to	  open	  separate	  applicaAon	  

§  PotenAal	  limit	  on	  deployment	  of	  non-‐web	  corporate	  applicaAons	  

How	  It	  Works	  

§  Client	  installed	  on	  the	  mobile	  device	  creates	  a	  sandbox	  or	  segment	  for	  corporate	  
data	  and	  applicaAons	  

§  Relies	  on	  applicaAon	  controls	  rather	  than	  device	  controls	  -‐	  Requires	  a	  separate	  
username	  and	  password	  to	  access	  this	  applicaAon	  
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Mobile	  Device	  Management	  –	  ApplicaAon	  
Control	  
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Examples	  

Pros	  

§  Desktop	  funcAonality	  and	  addiAonal	  flexibility	  for	  app	  deployment	  

§  Lower	  Overhead	  for	  IT	  Management	  

Cons	  

§  Requires	  new	  sobware,	  may	  require	  new	  Infrastructure	  

§  Desktop	  User	  experience	  for	  phones,	  small	  devices	  

§  Limited	  (if	  any)	  offline	  funcAonality	  

How	  It	  Works	  

§  ApplicaAon	  installed	  on	  device	  allows	  connecAon	  to	  remote	  desktop	  environment	  	  

§  No	  security	  policies	  are	  set	  –	  “Thin	  Client”	  model	  

§  Encrypted	  access	  to	  desktops	  and	  applicaAons	  



CASE	  STUDY	  #3	  
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Case	  Study	  #3	  

•  You	  are	  the	  Chief	  Technology	  Officer	  of	  a	  start-‐up	  
technology	  company	  that	  strives	  on	  the	  
employee	  experience.	  	  Instead	  of	  providing	  
employees	  with	  a	  computer,	  you	  decide	  to	  
provide	  each	  employee	  $2,000	  to	  purchase	  their	  
own	  devices	  for	  corporate	  use,	  including	  laptops,	  
phones,	  and	  tablets.	  	  	  	  

– What	  are	  the	  risks	  you	  see	  the	  organizaAon	  is	  facing	  
based	  on	  the	  current	  environment?	  	  	  	  

– How	  would	  you	  secure	  the	  devices	  and	  data?	  
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Q&A:	  OPEN	  DISCUSSION	  
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