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Trust in, and value from, information systems




The enterprise app store
IS the intranet of the future.

Michele Pelino, Forrester Research
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Definition...

Mobile First organizations

MOB I_E F RST embrace mobility as their primary

IT platform in order to transform
their businesses and increase their
competitiveness

In a Mobile First Company...
APPLICATIONS CONTENT -~ EXPERIENCES
New apps are

developed and delivered
. to mobile devices first

: End users choose their
Content of all types is devices

easily and securely

Core business
processes can be
performed on any

mobile device

available on any device Security is invisible
to end users




Journey to the Mobile First Enterprise

MOB|LE FIRST

O

Business

Transformation
* New user & business experiences
App & Content 1 genof mobile apps

Mobile documents
Enablement Cloud protections

BYOD (user choice and privacy)

Device Secu rity Email access (secure ActiveSync)
Multi-OS security (BlackBerry replacement)
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Governance
 Roles and responsibilities
« Scalable app launch processes

o T oAel
CRla £ sgite

1d-user and BU engagement
« User-centered design

Operational management

* App signing
* Inheritance and support — launch is the beginning
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Role (and value) of IT

Can IT provide value to the app developer?

Developer sourcing
APl accessibility and support

UX and design best practices and support

Plug ‘n play security (easy for developer, invisible to user)

Consumer-grade discovery experience
Tools to drive and measure adoption
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Technology and archltecture

* Apps platform
 Reusable development frameworks/guidelines

s

=nd-user and BU engagement
« User-centered design

Operational management

* App signing
* Inheritance and support — launch is the beginning
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Technology Choice

H
Native Hybrid
} ‘
L A

| — | |

Manageability/Supportability

. N

: + Self-contained app
NEWM/=I - 0S-specific (i0S, Android, WP8)
* Advanced development language

* Browser-based — any OS, any device
« Standard web dev tools (HTMLS5)
* Online only

User Experience

*  Web apps embedded in native app shell

Hyb r|d « Mix of HTML5 and OS-specific dev tools
* Best of both native and web capabilities

- Y,
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End-user and BU engagement
« User-centered design

Operational management

« App signing
» |Inheritance and support — launch is the beginning
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End-User & BU Engagement Lifecycle

App Ideas
and

Prioritization

Notification Design and
and Outreach O Workflow

End User Beta and
Pilot Program
Review

Training &
Best Practices

Final UAT and

Signoff
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Traps

Governance
* Roles and responsibilities
« Scalable app launch processes

Technology and architecture
« Platform, not just apps

 Reusable development frameworks/guidelines

End-user and BU engagement
e User-centered design

Operational management

 App signing
* Inheritance and support —launch is the beginning
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Evolution of Mobile App Security

Distribute Containerize Tunnel

Deliver apps securely

Enterprise app store
App reputation
App control

Protect data-at-rest

Authentication
Authorization
Configuration
Encryption

DLP controls
Analytics
Deletion

Protect data-in-motion

App-to-enterprise
App-to-app

SACA

San Fr: co Chapter
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NATIVE USER EXPERIENCE

Device components

TRUSTED APP ECOSYSTEM

—

4



“The more the CIO says ‘No,’ the less secure the
organization becomes.”

Vivek Kundra, CIO US Federal, February 2011
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Impact of Bring-Your-Own-App

How do app developers get “BYOA-ready”? Should they?
Will the APPS Act accelerate or freeze BYOA?

Whatis IT's role in a BYOA world?

Does BYOA overtake traditional enterprise app vendors?

Is BYOA a fad or an inevitability?
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Getting the apps program right

Prepare

Build

Rollout

Sustain

Voice of the user

App business case
template

Charter and
sponsorship

Stakeholder guide

Budget and resources
template

Privacy
considerations

Developer selection
guide

HISACA

San Francisco Chapter

Trusted design
principles

Distribution best
practices

Self-service support
model

Platforms/OS decision
tree

Content management
best practices

App signing and cert
provisioning guide

Cross-platform tools
and standards

Testing guidelines

Approval and
submission template

Payment model

Metrics guide

User communications
and documents

Self-service
deployment guide
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App storefront
maintenance guide

App upgrade best
practices

Retirement template
(lifecycle)




Evolving Mobile IT stack

Identity

Content

Device

—HSACA

San Franclsco Chapter

Creation

ik ...

| Credent|als)

4
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Authoring 4

%
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App dev

o8

Hardware

Data-at rest

Data-in-motion

Management security
(
w Work Life
N—
SSO y Persona y
E E (]
Publishing Data
(content hub)) security y Access
o I
5y @
A B L { 4 |
Publishing Data —
(app store) security Access
S
A |
772
Global mgmt Security Access

G
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Innovation and
Customer Success

Mobilelron

Security and management for mobile

Enterprise customers
enterprise apps, documents, and devices 5000"' globaﬁy

0 Customer support
97 /0 satisfaction

Gartner MDM Leaders Quadrant

m Recognized GSMA global winner
MOB I.E 8 of top 10 global automotive
F RST 7 of top 10 global pharma

Deployed 5 of top 10 global banks
[— Strongest mobile ecosystem

Enterprise app store
BYOD privacy

GLOBAL MOBILE 2 First Selective wipe

AWARDS 2013@ Jailbreak detection
L Email attachment DLP
Best mobile enterprise service

SACA
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Thank you

Ojas Rege
@orege
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