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Agenda 

• Why do you need customer awareness? 

• How is it done today? 

• Can we use social media? 

• Are we really being effective? 
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WHY DO YOU NEED CUSTOMER 
AWARENESS? 
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The Need 
• Partnering with customers makes good business sense 

– Maintain customer trust 
– Have an ongoing dialog  

• FFIEC relevant guidance:  
– “Management should implement a customer awareness 

program and periodically evaluate its effectiveness.” 
– “… institutions should perform periodic risk assessments and 

adjust their control mechanisms as appropriate in response 
to changing internal  and external threats.” 

– “Financial institutions should review and update their 
existing risk assessments as new information becomes 
available, prior to implementing new electronic financial 
services, or at least every twelve months.” 
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Source: FFIEC – 2005 / 2011 Authentication in and Internet Banking Environment 
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HOW IS IT DONE TODAY? 
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Most Common Method: Public Web Site 
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Broadcast / Splash Message  
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In the event that any customers inquire to you about protection from such phishing attempts, you can inform them about 
our  free Trusteer Rapport service.  Trusteer provides warnings in the event a customer is being subjected to a fictitious 
web site – and other on-line security capabilities.  If the customer has not downloaded Trusteer already, please have them 
contact their assigned CCS Specialists for assistance on this matter.  Information on Trusteer and downloading capability 
can be found on the Bank of the West web site at the following link: 

https://www.bankofthewest.com/campaigns/online-security/rapport-security.html 

https://www.bankofthewest.com/campaigns/online-security/rapport-security.html
https://www.bankofthewest.com/campaigns/online-security/rapport-security.html
https://www.bankofthewest.com/campaigns/online-security/rapport-security.html
https://www.bankofthewest.com/campaigns/online-security/rapport-security.html
https://www.bankofthewest.com/campaigns/online-security/rapport-security.html
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News Letters / Handouts 
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Use the Media 
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Trusteer 
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CAN WE USE SOCIAL MEDIA 
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Social Content Monitoring and Reporting 
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Listening & 
Engagement 

---- 
Social Reporting & 

Analytics 

Trending Topics Post Volume 
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Fraud Education 
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“In Brief”  
Expert Video Series 

Social Content & 
Infographics 
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Fraud in Brief 

 Created and published Fraud Videos on YouTube channel as part 
of “in brief” campaign 

 Promoted fraud videos on Facebook and Twitter 

 Example posts: 

 FACEBOOK:  

o Looking for the flexibility of a work-from-home job? Our 
fraud expert, David Pollino, gives you the scoop on some red 
flags to look out for when job hunting.  

o Attorneys should watch out for this online scam that offers 
big payouts for little work. Find out what it is in this video 
from our fraud expert, David Pollino.  

 TWITTER:  

o Working from home would be nice, but be careful you 
don’t get scammed when applying: [LINK] #TIPS #InBrief 

o Get a #workfromhome job offer without an interview? 
You could be getting scammed: [LINK]  #InBrief 
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Facebook Posts 
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Social Media Engagement 
• Customers respond to 

content 

• Engage responses 

16 



9/11/2013 17 

CRISC 

    CGEIT 

         CISM 

              CISA 2013 Fall Conference – “Sail to Success” 

ARE WE REALLY BEING EFFECTIVE? 
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Measuring Online Customer 
Awareness 

“Financial institutions have made, and should continue to make, efforts to 
educate their customers. Because customer awareness is a key defense 
against fraud and identity theft, financial institutions should evaluate their 
consumer education efforts to determine if additional steps are necessary. 
Management should implement a customer awareness program and 
periodically evaluate its effectiveness. Methods to evaluate a program’s 
effectiveness include tracking the number of customers who report 
fraudulent attempts to obtain their authentication credentials (e.g., 
ID/password), the number of clicks on information security links on Web 
sites, the number of statement stuffers or other direct mail 
communications, the dollar amount of losses relating to identity theft, etc” 
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Source: FFIEC – 2005 Authentication in and Internet Banking Environment 
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Approach 

 3 C's of Customer Awareness 

 Content = annual review of content to satisfy 
compliance 

 Clicks = Alerts, security center visits, security center 
page views 

 Customer engagement = marketing of security 
features and tools, surveys 
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Questions 
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Thank You  


