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A Changing Landscape
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A Six key questions every business should ask its Bank

A Other essential steps to prevent cybercrime




Learning Objectives

A Understand how fraudsters have adapted methods of conducting
financial fraud

A Understand the changing landscape of cybercrimes
A Learn tips and best practices to reduce exposure

A Understand basic security questions important to both banking
and business operations



Connectivity and Cybercrime

A Cyber security attacks are now publicly recognized as a growing threat
affecting business and national security interests alike

A Between 2005 and 2012, references to cybercrime in the media have
increased by up to 600%

Heartbleed Bug
. | (2| ||| + | heartbleed.com [l Reader QK]

[T #E# Citrix Access Gateway Woot Google News eBay Wikipedia Facebook Fitbit Dashboard WOL » | +

The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SS5L/TLS provides communication
security and privacy over the Internet far applications such as web, email,
instant messaging {IM) and some virtual private networks (VPNs).

The Heartbleed bug allows anyone on the Internet to read the memary of
the systems protected by the vulnerable versions of the OpenS5L
software. This compromises the secret keys used to identify the service
praviders and to encrypt the traffic, the names and passwards of the users
and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.
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Connectivity and Cybercrime

I In 2012, 556 million adults worldwide experienced
some form of cybercrime
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payment card issue FAQ

data breach FAQ

Answers to commonly asked questions for guests impacted by the recent data breach.

A message to our guests additional resources
a message from our CEO related
We truly value our relationship with you, our guests, and know this incident had a significant impact on you. We to the data breach

are sorry. We remain focused on addressing your questions and concerns.
response & resources related to

You have zero liability for any charges that you didn't make. the data breach
No action is required by you unless you see charges you didn't make. ) )
Be wary of call or email scams that may appear to offer protection but are really trying to get personal related stories on A Bullseye View,

. . Target's online magazine
information from you. 9 9

Read on for answers to some commen questions, and check back as we continue to update this list with more
details.
learn more about

Target

corporate responsibility

About the breach

mission & values

Sources: United Nations Office on Drugs and Crime, Comprehensive Study on Cybercrime (February 2013); Symantec Internet Security Threat Report 2013
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Masquerading i Wire & ACH Fraud

What is it and how does the scam work?

A Involves the takeoverofa C-L e v e | executiveds emai l

through a network attack
0 Spear-phishing, take over of legitimate email, and creation of similar address
made to appear legitimate

A Attacks are waged against the bank's commercial customers, not the
bank itself

A Onc e fifrasstedseinyently request employees to transfer funds for
seemingly legitimate business purposes

A The funds ultimately end up in a bogus account set up by the fraudster(s)
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How Cybercrime Impacts Business

Target CIO resigns following breach - Computerworld
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Target CEO resigns as fallout from data breach continues - Los Angeles Times
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Target CEO resigns as fallout AUV ——
from data breach continues

News

Target CIO resigns following breach

The retailer announces the resignation after data breaches affecting up

TOUR THE SITE to 110 million people

By Grant Gross
March 5, 2014 01:38 PM ET T 15 Comments

Be » @ 5 @ @ E@E

MEMBER CENTER

ENTERTAINMENT

IDG News Service - Target CIO Beth Jacob has resigned following a data
breach at the retailer that may have affected as many as 110 million U.S.
el residents.

Jacob's resignation was reported by the Associated Press Wednesday. She
has been CIO at Target since 2008, and is former director of guest contact

) e centers and vice president of guest operations at Target. She earned a

. bachelor's degree in retail merchandising from the University of Minnesota
in 1984 and a masters of business administration in 1989.

LIFESTYLE

By TIFFANY HSU This article is related to:

In mid-December, Tarqet reported a data breach that compromised 40

Source: Symantec Corporation Internet Security Report 2013
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How Cybercrime Impacts Business

nSmal | Busi nesses Are the Path of

I In 2012, half of all targeted online attacks were aimed at
businesses with fewer than 2,500 staff

I 31% of all attacks targeted small businesses with fewer than 250
employees, up from 18% from 2011.

In a March 2013 House subcommittee meeting,
Chris Collins (R-NY) cited a study that found 60% of small
businesses close within six months after a cyberattack.

Sour ce: Symantec I nternet Security Thr ebaot LResptosr tat2 0SInBa;| |BuEhessveek) MarcQR1baed3n bTehrrge a
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The Case of Efficient Services Escrow Group

Dec 2012

Jan 24, 2013

Jan 30, 2013

A suspected trojan allowed hackers access to Efficient Services Escrow
Groupds computers. The hackers remot el
and China on three separate occasions totaling $1.5 million.

Source: Krebs on Security; i $ 1. TyberhelstiRuims Escrow Firm, 0 htt p: / / kr e b s o n sfendlliom-dylienheistroins-es2rowtfignm/, dugyustl7, 2013.
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The Case of Efficient Services Escrow Group

Efficient Services Escrow recovered only half of the funds and, in
March 2013, the firm was shut down by the California Department of

Corporations.

While the downfall of Efficient Services Escrow may have been due
to its own shortcomings, the case sheds light on inadequacies of its
Banko0s security.

Source: Krebs on Security; i $ 1. TLybarhelstiRuims Escrow Firm, 06 ht t p: / / kr e b s o n sbenulliom-dykienneistroins-£s2rowtfign/, uyustl7, 2013.
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What are six key security questions any
business should ask its bank?
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Does your bank use behavior monitoring tools?

A b a n k Gaofficelbehavior monitoring controls are not always visible
to customers but they help protect businesses from loss every day

w Bank monitors transaction and user

MoNitor OSKIF@ZAZ2N) 62 dzyRSNR{(Gl YR

w Unusual behavior/events trigger suspicious
Notify activity reports (SARS) to Bank security

w Bank takes action to prevent logsnay
suspend account, hold transactions, noti
el(clid customers, etc.

Behavior Monitoring Tool
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Does your bank offer fraud-prevention products?

A comprehensive suite of fraud-related products and features is
essential to safeguarding against payments fraud

Check & ACH Y
positive pay /4

Activity & Trxn — ACH Block &
Notifications filter

Dual control 7
Account
for ACH and \

Reconciliation /4

wires /
‘ Robust User
Managemery
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