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ÁChanging Landscape 

 

ÁCase of Efficient Services Escrow Group 

 

ÁSix key questions every business should ask its Bank 

 

ÁOther essential steps to prevent cybercrime 

Agenda 



ÁUnderstand how fraudsters have adapted methods of conducting 

financial fraud 

 

ÁUnderstand the changing landscape of cybercrimes 

 

ÁLearn tips and best practices to reduce exposure 

 

ÁUnderstand basic security questions important to both banking 

and business operations 

 

 

Learning Objectives 
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Connectivity and Cybercrime 

Á Cyber security attacks are now publicly recognized as a growing threat 

affecting business and national security interests alike 

 

Á Between 2005 and 2012, references to cybercrime in the media have 

increased by up to 600%  
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Connectivity and Cybercrime 

ï In 2012, 556 million adults worldwide experienced 

some form of cybercrime 

Sources: United Nations Office on Drugs and Crime, Comprehensive Study on Cybercrime (February 2013); Symantec Internet Security Threat Report 2013  
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Masquerading ï Wire & ACH Fraud 

What is it and how does the scam work? 
 

Á Involves the takeover of a C-Level executiveôs email account, usually 

through a network attack 
o Spear-phishing, take over of legitimate email, and creation of similar address 

made to appear legitimate 

 

 

Á Attacks are waged against the bank's commercial customers, not the 

bank itself 

 

 

ÁOnce ñinsideò, fraudsters urgently request employees to transfer funds for 

seemingly legitimate business purposes 

 

 

Á The funds ultimately end up in a bogus account set up by the fraudster(s)  
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How Cybercrime Impacts Business 

Source: Symantec Corporation Internet Security Report 2013 
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ñSmall Businesses Are the Path of Least Resistance for Attackersò 

ï In 2012, half of all targeted online attacks were aimed at 

businesses with fewer than 2,500 staff 

ï 31% of all attacks targeted small businesses with fewer than 250 

employees, up from 18% from 2011. 

Source: Symantec Internet Security Threat Report 2013; ñPutting Cyber Threats on To-Do Lists at Small Firms,ò Bloomberg Businessweek, March 21, 2013.  

How Cybercrime Impacts Business 
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Source: Krebs on Security; ñ$1.5 million Cyberheist Ruins Escrow Firm,ò http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  

Dec 2012 

Jan 24, 2013 

Jan 30, 2013 

$432,215 

$1.1M 

A suspected trojan allowed hackers access to Efficient Services Escrow 

Groupôs computers. The hackers remotely initiated wire transfers to Russia 

and China on three separate occasions totaling $1.5 million.  

The Case of Efficient Services Escrow Group 

//upload.wikimedia.org/wikipedia/commons/a/af/Russia_China_Locator.png
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Efficient Services Escrow recovered only half of the funds and, in 

March 2013, the firm was shut down by the California Department of 

Corporations. 

While the downfall of Efficient Services Escrow may have been due 

to its own shortcomings, the case sheds light on inadequacies of its 

Bankôs security. 

 

Source: Krebs on Security; ñ$1.5 million Cyberheist Ruins Escrow Firm,ò http://krebsonsecurity.com/2013/08/1-5-million-cyberheist-ruins-escrow-firm/, August 7, 2013.  

The Case of Efficient Services Escrow Group 
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What are six key security questions any 

business should ask its bank? 
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A bankôs back-office behavior monitoring controls are not always visible 

to customers but they help protect businesses from loss every day 

Monitor 

ωBank monitors transaction and user 
ōŜƘŀǾƛƻǊ ǘƻ ǳƴŘŜǊǎǘŀƴŘ άǘȅǇƛŎŀƭέ ōŜƘŀǾƛƻǊ 

Notify 

ωUnusual behavior/events trigger suspicious 
activity reports (SARs) to Bank security 

Protect 

ωBank takes action to prevent loss ς may 
suspend account, hold transactions, notify 
customers, etc. 
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Does your bank use behavior monitoring tools? 
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A comprehensive suite of fraud-related products and features is 

essential to safeguarding against payments fraud 

Check & ACH 
positive pay 

ACH Block & 
filter  

Account 
Reconciliation 

Robust User 
Management 

Dual control 
for ACH and 

wires 

Activity & Trxn 
Notifications 

Does your bank offer fraud-prevention products? 

https://www.google.com/url?q=http://www.iconarchive.com/show/i-love-icons-by-svengraph/Lock-icon.html&sa=U&ei=nxYiU9ihOonhoASJ2ICICA&ved=0CC8Q9QEwAQ&usg=AFQjCNEboNDggrVJgIXqpAjwHDD9EAIXXA



